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POLICY NO: 

STATE OF NEW JERSEY 
09-05-NJOIT

TECHNOLOGY CIRCULAR 

SUPERSEDES: 

203 - Information Security NEW 

Payment Card Industry (PCI) Data 
VERSION: 

Security 2.0 

Policy 

ATTN: Directors of Administration and Agency IT Directors 

1 PURPOSE 

EFFECTIVE DATE: 

10/02/2008 

LAST REVIEWED: 

12/15/2011 

The purpose of this policy is to safeguard sensitive credit card data and to achieve 

compliance with the Payment Card Industry (PCI) Data Security Standard (DSS) Version 
1.1. This policy establishes technical and non-technical security controls to be 

employed on systems used for the purpose of conducting credit card transactions. The 

following are the specific names of the Payment Card Industry programs: 

MasterCard's Site Data Protection (SOP) 

Visa's Cardholder Information Security Program (CISP) 

American Express Data Security Operating Polices (DSOP) 

Discover Information Security Compliance (DISC) 

2 AUTHORITY 

This policy is established under the authority of Policy08-01-NJOIT, 100- Information 
Security Program. 

OIT reserves the right to change or amend this circular to comply with changes in OIT 

or other agency policies. 

3 SCOPE 

This policy applies to all personnel including employees, temporary workers, 

volunteers, contractors and those employed by contracting entities, and others who 

store, process, or transmit credit card holder data. 
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https://www.nj.gov/it/
https://www.mastercard.us/en-us/business/overview/safety-and-security/security-recommendations/site-data-protection-PCI.html
https://usa.visa.com/content/dam/VCOM/download/merchants/payment_application_security_mandates.pdf
https://www.americanexpress.com/us/merchant/us-data-security.html?linknav=en-US-oneAmex-axpSearchResults-1&searchresult=dsop
https://www.discoverglobalnetwork.com/solutions/pci-compliance/discover-information-security-compliance/?search=srch_result_txt_3&srchQ=discover%20data%20security%20team%20contact
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them. All employees should be aware of the sensitivity of 

data and their responsibilities for protecting it. 

5 EXCEPTIONS AND NON-COMPLIANCE 

Departments and Agencies shall comply with this policy within 90 days of its effective 

date. 

Failure to comply with this standard may result in disciplinary action. Requests for 

exceptions for non-compliance with this policy shall be processed in accordance with 

Policy 08-02-NJOIT ( 111 - Information Security Managing Exceptions). 
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